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Introduction: Background

1. Hl0|E| o] S7t, HlO|E] Jhx|e] 4, R s}

S X|sat glHo|Eel AlCH2 HOo{SMH, Hio|Eel Mdnt AtgLl ¥
ZHIMo 2 ZI15t1 2 (Statista, 2021).
o|2{gt S8 K0jA H[0|E{} ItX|= K= ASSHA 215t e, EF

g1tHQl O|O|EE +Hotn 25tz Ao FRE2 XHHe= J<1I7IEI01
2t2(Perrier et al., 2017; Valavi et al., 2021).

SAlof| Cjojg] 2t2[of CHSt 2|Al0] FIt5IH, AFEXIS| HIO|EE QXS
Hostn 2t2|g 20| Cist @ 121 HI&E8HA SCHE| D S (Muncaster, 2018).

A o9& 0isto| GDPR(General Data Protection Regulation)O|
EEIIH 2AH[XIO] HIO|HE LR = 7|Y2E 510= O B2 E
25 E35t0 U= é*%*%!(Vora, 2023).

_|I'|J

E

| m2f 2017H8E GDPR2 B2 2|%=2 doiide=2 Q4 E[Of
%(ch 2017).

Fig2. GDPR Checklist(SPRINTO, 2023) 3 / 5,
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2. GloJE| 22|, ot ERM0| [iE

£5| ArEX} HO|HE 0| 83dt= ?|HoM= o|2{et 2X|E A5 ne{et 210
L= d=o|H, A 20214 ot=2| 2E X5 ME AH[AQI O|FLCHLEE
LUDA)= ALEX} H[O|EE at&St = 0|2 JHJ‘1I0P(| oot JHQl WHE F=5I=
2ol 2X|E of2|2H(Korea JoongAng Daily, 2021).

CIO[E & =2 Crfet At S0| Z/HstH, H|o|E] 2320 CHeh =2|= #i0]
O] x| ! 2(ex: Annual Privacy Forum 2023, The 5th Annual Data
Privacy Conference USA 2023, International Data Privacy Law), £9|
2|E2| ol HEo| TSt 25 ZHojMe| =0|2 Hof ABX|S DUl L

CIOJE 2FHoIM2 JHQIEE E2 8 S22 MER &t 2Rt 2.

ol2{et iz} of

M Q1% St&(Federated Learning)2
ooy ™ og %x 1St A

el o] i HIHOo = J[EQ] I X|s %‘% st&ot2| flst
HIO|EE 'S/ 5t= ZA0| Ofl, REO 7?"*I'E Saots WAlZ S0 2l
MEHE Ego} t Al=gH(MaMahan, 2017).
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Fig3. Korean Al Chatbot Service
(SCATTER LAB, 2021)
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Fig4. International Data Privacy Law
(OXFORD ACADEMIC, 2024)
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OiStskAo| SHAIMO| 2L mElo| k& 1

P‘*01I*1 oI E SR0IX| ¢t ds2
oI}2(McMahan et al. 2017)
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2021; Dayan et al.,

ok o] yo] PN =N < K=}
= R o ©

= 50| ZYg H|o|H AHE &= ol 20E &
2021 Kaissis et al., 2021, Pati et al.,

Of11%} o= = H2 A =S0| WoliX|= J2Y.

agL M2 dlE B2 Agesol ALiE[0M=, ZE XL neFo
CllO|E{Qt HFE XHHS 71X 1 U= 2HF0A HAIE|D R ou1 "I Sof ALYl AR E|=

|
HR9| AVLh HESIA &3 50| H2 +F22 NHE|X| ¥US.

Ol Qgter&e| ME2 sliZsHoF & 1fA|(Challenges)=, &N A{H[A ZHHO0f|A
¢lest 2t5 2 251 HRE Kol g8t HIER]IE BIEA| 125100 2H(Li et
al., 2020)

4£¥O0Z Chyx|1

=

2X2 o|2fet FHUE 1= A= HEes FOF0A A
H

U2, £3| Federated Dropoutz} Z2 *E':.*% EfjZ 5l g st g S
1A ”*'=7| Q|st CIFSH A| 50| S5 42 (Bouacida et al., 2021; Horvath
etal., 2021; Wen et al., 2021; Xue et al., 2023).

O =2 AEE|7]| A|ESIRAOH(ex: Bai et al.,
2022), 0IE1.6_ StA|Q| Ctfoh 2l £0f|A A 2HE0iM

O - 0O =~

Server coordinating
the training of a
global Al model

/TN

QO == © == O == O =m
] (2] (] le] o
local Al models

Fig5. Centralized Federated Learning Protocol
(Wikipedia, 2023)
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FedDrop(Federated Dropout)2 =5t Dropout 272 A EHR2H
ddardo B8 =M At Bl MERES ARSI YEetsS
Xigist A2 H|otel(Wen et al., 2021).

Il

AFD(Adaptive Federated Dropout)2 Activations Score Map=
S MM MERE HYaPY S Aiokeh Agers 2P0l X[£Ho =
Ar8Ekl= OiHE S510, MEiXQl DropoutES S50 A|EREO
AME 2~ Q2 MY|eh(Bouacida et al., 2021).
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OX|LHO 2 2 AN = ZHO|M SSE MEZES| HHE

2ote g2 THAHCR TIHSIEE HAHCE M,
skt GIGO(Garbage in Garbage out) 2X|E CE Xt
oI =.

O|= GNN(Graph Neural Network)e| &12|5 & StLIQI
GraphSAGE(Graph Sample and Aggregate)0f|A| X|Qt5t=
Aggregate FunctionOj|A| OIO|C|0{E 0| HAE[USH,
HE BES 2z LEZ, RE 719 RAIEE X9
JI5X|2 MA3 £, Global ModelS 0| 3l= pHS
Aggregate FunctionZ £5}0] ZIgst= 29,

O[2{¢t IPg2 JHEXQl 2 MEEHMNA 2l + U=
C|O|Ef E=O0|L, EPE*.E* =HIE slag = UAS £ OtLEL,
#= HIo[Efo) ofet otg HEE FEHol= AS C -9; =)
”.J-?OEW ZJEot HojH Zo0|HA| E22f & SY=E

Fige. 2 HIEQ|3 2| of|A]| 2H

1. Sample neighborhood 2. Aggregate feature information 3. Predict graph context and label
from neighbors using aggregated information

Fig7. GraphSAGE Aggregate Function

(Hamilton et al., 2017) 10 / 24



Introduction: Objectives

2xo] AlLta|Q

= Q1L oM 0|03 | UES ELHE CHS| AILIZI S0lM TIHIHs3t M2 Otersle WHQl FedKDAS Mok,
ol ofeet 22 B FHOR NSNS

o=2 dOo—
1. 3Y2 M= Ye H|o|E & 00| ER/5t /US.
2 %%*QI MH = XM CI|O|H & Sttt 22 &2 BES BRI US
3. 3YMHE= FHot HRE Xt%% g8 = US.
4. 2F MEX}e E1I0IE1'- ﬂ**Pt HoHH, 9| L2 H[o[E 2] &l 7ted = US.
5. 2Z ALEXe| HARE XHE2 5Y AH 0| HIsH &3 “”01"'
6. EF AEXI= %%* *1H19I DA} 5K T O = 02 22 S AHESH0{0F &,
Ol= &N AgtstsS MH|ASH= 2HES J7o17| fI6 n2tx[oH,
Ol2{¢t &2tS HIF L2 50, 1) 5atHQl 2Z H& Y, 2) H[0[E 22, 3) 2apXQl FH [ 28-S FEot Xt
UM =Ogh MIPEX|2] I ES S-8OS

L

Weak Users Powerful Server

= Ao ol AlLt2|2
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Related Work: Federated Learning

c1Brstgo| SHt 8 ofo|r|o
'd Jl=9| HHset GDPRI} #2 CI|O[E HOto| ftHAE st Ax|ot
A

o
Agtets 0l2ks M2 Mil2ld st WS Al=g(Konecny et al., 2016).
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Hu
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oo

[e)

| id2, Z= HHAPL ‘'SSE Z20|2k= DioHNIE Sl HIOlE S
, 2120 ~HUE|E otg YHa FHal, ZE YHO|E AtdTtS

| EoX} JHQIe] HIO|HE CHE AtEX 22 Y MHLI S{5HX|
(Banabilah et al., 2022).

ot OI-J

nﬂ-—l—
!
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52 ORl okl 12
rr 40 40 met

il

o 1 — O [ |
A5 Xs9 SiM2lsd, HIolE M2l U AfAH S Al HAHEHAE AHZAHSH|
H

L.— = [ Ry |
SSIHA ges YEHES 2 &S U EIRS(Kaissis et al., 2020).

0|2 2018 Al WHE GDPRO| 7|ZQ| HO|E B B0l BEE W,
.l
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Fig8. Overview of Federated Learning
(Mammen, 2021)
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Fig9. General Training Process of Federated Learning

(Banabilah et al., 2022)
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Related Work: Federated Learning

defetsol St sy oto|C|of

olgietE2 §3| 371x|9| Siyxel =HE(Challenges)?! S4
H|8o| 2|, SAX o|Zdel B, 1= 0|Zdel BXIE
CrEH Y52 (Li et al., 2020)
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Fig11. Archltecture of Adaptive Federated Dropout(AFD)
(Bouacida et al., 2021)

3 214 S 2 12{5t0] MA|Z|}S(Bouacida et al., 2021;

Konecny etal. Yaoetal. Li&Han, Nishio et al. Yurochkin et al. Zhuetal. Jiangetal. Liuetal
2017.10 2018.12 2019.03 2019.05 2019.05 2020.03  2020.04 2020.08
Smithetal. Zhao etal. Mohammad et al.Mohri et al. Huang et al.Gao etal.  Huangetal. Lietal
2017.10 2018.06 2019.05 2019.06 2019.08 2019.09 2019.11 2020.03
O
2"0‘:1'231%3" etal. Tranetal. Chaietal. Haoetal. Kangetal. Lietal. Wuetal Lietal
. 2019.04 2019.05 2019.05 2019.08 2019.10 2019.10 2020.03
. g : ( \ ~
TN A 4
High communication cost  Statistical heterogeneity Structural heterogeneity

‘Decrease model update time 0 Modify local training mode * Fault Tolerance

AReduce communication roundsD Focus on global model o Resource Allocation

O Add extra data preprocessing procedure

Fig10. Path to overcome three challenges in FL
(Li etal., 2020)
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Fig12. Architecture of Federated Learning with Bayesian
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H73 ot FFe}

X4 SF(Knowledge Distillation)2 E2{'d2| O X|2t Z2|2= ---
Hze| slEo 2fs MIotEl JNEO R, SHEEl HHS HiZESIY| 9/5t0q
O ZH FFetE 2X|off CHeh 1 Tof|A] Bl 718 Y.

( 1
SHE WAL RE(Teacher Model)2 0|2} H|==6}X| 2t Of2}0|E{2} o O
M2 ohdll B (Student Model)S A5 E|H, O] ff eHH =2
5= IHX|9] AfetSE XAt AP = HiYOZ SHE]

,______\
~
1
1
]

Distillation Loss o Model
O2fgt QXtElAE AN BPUE WAL HEQl SHE OAH(Student MPutlaver N\ TeaherModel L o, Output Lave
Loss)2t, WAl BEIO| X|= 0|0e EXE Six= HEOl == Student Loss + — froundnuth)
Q XH(Distillation Loss) 2 4!, istillation

. . fr(x;) fs(x;) :I
Distillation Loss = KL(Softmax( ), Softmax( ) , =
xXi€X ' E I I
| N
Student Loss = CrossEntropy(Softmax(f;(x;), Verutn) { "~ ) Hard Targets
T Soft Targets

Student Model

Total Loss = Distillation Loss + A - Student Loss Fig13. Knowledge Distillation(Hinton et al., 2015)
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Related Work: Knowledge Distillation (7

okt 3 do[stH|, o|He| AR E2 X[A SRE SOl 2Z
ZQ(Jiang et al., 2020; Hu et al., 2021).

|

2L} O|Me| HEE XA S5 =, & NN HESIX| 6=
DE=0| =XY5t= 0|Ed(Heterogeneity)=X|E S5t X} StRH

— O
SSRGS =Eotax} of 2T O|2t= &-&82f Xo[7t U 2.

Fig14. Architecture of FedDistill(Jiang et al., 2020)
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Related Work: Graph Neural Network By

HIO[Eje] AEiS S¢tClOIE o|2d, Eot Jat, BE FT

GraphSAGEE 22 HIE H|0|E0| AUZAUAYS MESI=
GNN ¢12|§ & otLZ2, 78 &+(Aggregation Function)2
StSA|ZAe 2N 2t LE9| MHE(Representation)E HASIEE
MA | CH= 20| EXIQ(Hamilton et al., 2017).

3 Neighbor)zate| &2 Sl Xilel MEHE HOoH=
A S olEo17| IR0, & etagEl RE2 MER2 ME(Unseen)?t
HAEHE SoHOo 2 sl LLEO| HEHE HA|E 4= ULt FHO|

Ty
=
o
"o

I

o
il
o
=
M
or ™

OflX O[OIC|O|E ®0], JHE ME HE9|
b e ot Bzt 2PYS HEotux}
gase Zigsk, EHS

= o ZeE|o] UX|T, ST

=_
onm
Q

10|
XXl PEUACH= XtO[2F E XAt

|
5
[IF rlo
oH
-

4 o

20| B BtE2 5

OF
=

o

[F i ——> label
@
1. Sample neighborhood 2. Aggregate feature information 3. Predict graph context and label
from neighbors using aggregated information

Algorithm 1: GraphSAGE embedding generation (i.e., forward propagation) algorithm

Input : Graph G(V, £); input features {x,, Vv € V}; depth K; weight matrices
W* Wk € {1, ..., K}; non-linearity ; differentiable aggregator functions
AGGREGATE}, Vk € {1, ..., K'}; neighborhood function A : v — 2V

Output : Vector representations z, forall v € V

1 hY «x,,YoeV;
2fork=1..K do
forv e Vdo

3

4 hf;,(t,) < AGGREGATEr({h* !, vu € N'(v)});
5 h! o (W’“ - CONCAT(h~ " hi(,, ))

6 end

7 | hE <« hi/|hf|,, Yo eV

s end

9z, + hif voeyp

Fig15. GraphSAGE: Model Architecture and Algorithm
(Hamilton et al., 2017)
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Related Work: Graph Neural Network
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Research Design: Model Architecture
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Research Design: Model Architecture

Notation and Algorithm

Table1. Notation

Algorithm 1: FedKDA

Variable | Definition

K Number of clients, k is denoted as client, Vk € {1, ..., K}

E Number of local epochs

B Local minibatch size

n Learning rate
Wiaint | The weight matrices of main model at time ¢
WS’;b,t The weight matrices of sub model for user k at time ¢
Wa’fg gr The weight matrices of aggregation function for user k
Wa’gfqlin The weight matrices of final aggregation function for main model

Exk The weight of edge between k and k°

T The temperature of knowledge distillation

A The impact factor of two loss terms in knowledge distillation
N (k) The neighborhood of user k

Server executes:

1:

Y ® 2D

10:

11:

12:
13:
14:
15:

16:
17:

Initializer: Activate Sub Models My, ... M, for the k clients, the weights of each sub model Wi, o <
KnowledgeDistillation(Wy,qin, Nkp, T, 1)
// Parameters are trained to minimize KD loss.

for eachround ty;, = 1,2,...,Tp, do
Savaitablet < (Available set of m clients)

for each client k € S;y4i10p1e,+ i parallel do

k . k
WSub,t+1 < CllentUpdate (k, WSub,t' E,B, Tllocal)
// Parameters are trained to minimize error from true values of Local Data.

end for
for each round taggr = 1,2, ..., TAggT do
hs < Wi
for each client k € S;,4i10p1¢ ¢ in parallel do

N(K)
tAggr"’

, « AGGREGATIONg,, ({h¥, . vu € N (k)})

N(k
R, o1 < 0 (Wilhgr - CONCAT(RE, htA;g)TH))

K K
I e ey et

end for
gNmain)  AGGREGATIONyqin ({T%, Vu € NV (main)})

Wmain,t+1 < O-(Warggf‘n : CONCAT(Wmain,t; gN(main))

// Parameters are trained to minimize error from true values of Server Data.
end for

end for
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Research Design: Research Process 8y

Selected Model and Datasets

2 310 AFRE|= AMH / 29| 12|52 CNN(Convolution Neural
Network)S A5 2.

Ol Federated Learning?| A|XE2 =EZ|& FedAvg, FedSGD& =&, — — —— .\
FedDrop, FedDistill2t 7|2 A2El Knowledge Distillation7tX| B5 s R A S St
CNN Z112|5E AFE0IH EHAEE TIf5IRY| Li=.

= 70| AL E|= HIO|E A2 of2Hel C|o]E] AE AFEE oI Y.

1. MNIST
2. n-MNIST
3. FEMNIST

MNISTE= CNNOIM JHg REet HIO[E|2 2E2o| HIX|[O 23S
QI5to] MEigion, n-MNISTE =27 C|o|Eo 282
2tQloho| ?I5t6, FEMNIST= O|ZH C|ojE ZZ0oj Chet

-
&2 =elop| flol M=o S,

kot |

Fig18. Noised MNIST Dataset(n-MNIST)(Basu., 2017)
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Result

Result

Table3. FedKDA:

Table2. Accuracy Experiment Table Accuracy per aggregation round

Dataset Algorithm K E Accuracy Dataset Taggr Accuracy
10 20 10 Synthetic data
FedAvg 50 20 50 801
100 20 100
MNIST MNIST 75
10 20 10
FedKDA 50 20 50
100 20 100 Q 70 4
=
10 20 10 v
<
FedAvg 50 20 50 ¥ 651
=
100 20 100
n-MNIST n-MNIST
10 20 10 60 -
FedKDA 50 20 50
100 20 100 55
10 20 10 0 25 50 75 100 125 150 175 200
FedAvg 50 20 50 Communication Rounds
100 20 100 Fig19. Main Model Test Accuracy by Rounds
FEMNIST FEMNIST
10 20 10
FedKDA 50 20 50
100 20 100
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Result

Table4. FedKDA: Accuracy by aggregation functions Table5. Local Accuracy & Communication Cost
Dataset Aggregation Function K E Accuracy Dataset Algorithm K Communication Cost Local Accuracy
10 20 10
Mean 50 20 FedAvg 50
100 20 100
MNIST
10 20 10
. FedKDA
MNIST Pooling 50 20 (Sub Models by KD) 50
100 20 100
10 20 10
LSTM 50 20 FedAvg 50
100 20 100
n-MNIST
10 20 10
FedKDA
FedAvg >0 20 (Sub Models by KD) >0
100 20 100
10 20 10
n-MNIST FedKDA 50 20 FedAvg 50
100 20 100
FEMNIST
10 20 10
FedKDA
LSTM >0 20 (Sub Models by KD) >0
100 20 100
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